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Abstract: Cloud computing technology can provide several benefits to organizations. However,
several threats and risks can significantly impact the information technology infrastructure in public
clouds, potentially affecting organizational processes. A structured approach is needed to effectively
identify, assess, and mitigate emerging threats and risks. However, widely adopted frameworks do
not yet fit the conditions and characteristics of public cloud. Therefore, the purpose of this study is to
develop a model that helps in identifying, assessing, and mitigating risks in public cloud adoption in
organizations. In developing this model, the design science research methodology framework was
adopted, as it is commonly used in research related to computer science and information systems.
The results show that the model has three main phases in the model components: initiation (three
sub-components), assessment (four sub-components), and mitigation (three sub-components). Risk
factors andmitigation strategies have been adapted to the public cloud environment, which can assist
in implementing the risk mitigation model. The proposed risk mitigation model is appropriate and
suitable for use in public cloud environment adoption, following rigorous in-depth interviews. The
academic findings can contribute to the development of risk management models, which include the
identification of threat types, controls, risk factors, and mitigation strategies that have been adapted
and mapped within the public cloud context. Practical benefits can help mitigate risks and potential
impacts in public cloud environments.
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1. Introduction

Public cloud is a solution for organizations that want to gain several benefits from adopting it.
According to research from [1], there are several benefits of adopting public cloud for organizations,
including, among others, easy scalability of IT infrastructure, increased efficiency in the use of team
resources, and easy organization of IT resources according to needs. In addition to providing benefits
in public cloud adoption, several threats can disrupt assets in the public cloud environment, such as
applications and other application supporting components (databases, virtual machines, etc) [2]. For
example, from the information security aspect, the threat of database damage to applications caused
by hacking through insecure API security holes [3].

In addition, threats from the privacy aspect, such as internal IT staff who intentionally steal or
damage application databases in the public cloud environment. The risks that can arise based on the



Nur Chalik Azhar et al. / Journal of Risk Analysis and Crisis Response, 2026

DOI: https://doi.org/10.54560/jracr.v16i3.920 98

type of threat can impact operations and affect the reputation of the organization [4]. A risk
management approach is needed to identify and analyze threats and risks that will or are currently
occurring, and to mitigate the risks of using public cloud within the organization [5]. However, each
component of the existing framework is still general, and an artifact in the form of a research model
that is appropriate to the conditions and characteristics of the public cloud, so this research is
important to help IT managers in reducing the value and impact of risks that will or are currently
occurring [6].

Previous studies aimed to design and implement risk assessment models, as well as evaluate
risk values in the use of cloud [7]. Information security [7, 8, 9, 10, 11], privacy [10], trust [10, 12], and
environment [13] are the most commonly explored aspects in the development of risk assessment
model components. Commonly explored service models are only one of Infrastructure as a Service
(IaaS) [8], Platform as a Service (PaaS) [11], and Software as a Service (SaaS) [10]. In addition, they are
implemented in the context of logistics companies [11], smart building [12], and organizations in
general [10]. Based on previous studies, many proposed research models only explore one of the
service models among IaaS [8], PaaS [11], and SaaS [10], and aspects of the most common risk
assessment components are explored is aspect of information security. The risk analysis approaches
adopted are mostly quantitative [13], and both quantitative and qualitative [12].

The development of model components from previous research only reached the risk
identification and assessment phases [11], and there are still fewmodels that discuss the identification,
assessment, and risk mitigation stages in the public cloud environment, especially in information
security and privacy. In addition, there is still little discussion regarding the evaluation of the
proposed model, except for studies that have discussed model validation to determine the suitability
of network components as well as trust assessment of IoT and IT infrastructure in smart building
environments [12]. The source of threat types and vulnerabilities still relies on Common
Vulnerabilities and Exposures (CVE) from NIST, so it is not yet suitable for the property context,
especially in smart buildings.

Therefore, based on previous research, this study formulates several research questions,
including the following:

 RQ 1: How to develop a risk mitigation model suitable for public cloud environments?
 RQ 2: How to evaluate the risk mitigationmodel developed for public cloud environments?
This research is crucial as Fortinet reports that 96% of organizations will be concerned about

cloud security by 2024 [14]. This means that stakeholders in organizations do not want to experience
losses in assets/applications that have been migrated to the cloud, as well as risks that can impact
operations in the cloud environment. For example, access control threats in public clouds, where IT
staff misconfigure Identity and Access Management (IAM), allowing unauthorized users to access
and view data in applications [4]. As a result, it is difficult to track the cause of errors in applications
that have been migrated to the cloud and can potentially lead to application data leaks [8].

A potential risk when a data breach occurs is the loss of an organization's reputation due to a
lack of credibility and professionalism in securing data within the organization [14]. Organizational
data is an asset that must be secured in a strict and structuredmanner. Organizations adopting public
cloud must be prepared to face future information security and privacy issues.

Therefore, this study proposes a risk mitigation model in the context of the public cloud to
identify, assess, and mitigate risks in applications that have and have not yet migrated to the cloud.
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A rigorous and structured process can help organizations mitigate potential risks when migrating
applications to the cloud. Organizations can be facilitated in the threat and risk identification process
because the research outputs are not only related to the risk mitigation model but also produce
appropriate threat and risk identification outputs in the public cloud context. Furthermore, this study
proposes a prototype to demonstrate the model's suitability for implementation.

The first specific contribution of this research model is the proposal of several components to
support the implementation of the mitigation phase. These include a "determine risk treatment
strategy" component, which helps identify the assets for which risk treatment is required; a
"determine risk treatment plan" component, which assists the IT department head in formulating risk
mitigation plans tailored to the context of this research; and a "riskmitigationmonitoring" component,
which is used to oversee the implementation of the risk treatment measures planned in the preceding
component.

The second contribution involves identifying 9 types of threats, 16 types of controls (divided into
8 for information security and 8 for privacy), 8 risk factors, and 11 types of risk mitigation strategies
for the adoption of public cloud services within a university environment. These identified elements
have been adapted and mapped to the context of this study and reviewed by experts in the fields of
information security, cloud computing, and risk management to enhance the research's credibility.

The third theoretical contribution in proposing an appropriate risk mitigation model in the
context of public cloud, as the research of Maniah’s [13] and Abed Saif Ahmed Alghawli & Tamara
Radivilova’s [11] did not discuss the risk mitigation stage. Furthermore, this research can provide a
practical prototype representation suitable for implementation models, because the types of threats,
risk factors, and mitigation strategies can be used in the prototype. The novelty proposed in this
research lies not only in its methodology but also in its technological results, which many
organizations can use in implementing public cloud.

In assisting the development of proposed risk mitigation models, a structured framework is
needed to maintain compliance and rigor in every stage of the research [11]. The design science
research methodology (DSRM) framework is the right choice [15], because it is common and proven
to be used in assisting the development of artifacts in the form of models, especially in research
related to computer science and information systems. In addition, it is easy to implement and is
legitimately well accepted [5].

The first section of this research covers the background, state of the art, research gaps, research
questions, the adopted methodology framework, and urgency. The second section relates to the
concept of the public and the adopted framework, as well as gaps in detail in previous research
models. The third section relates to the research design, data sources, data collection, and analysis
techniques. The fourth section presents the results with reference to the research questions and is
presented according to the sequence of the DSRM steps. The fifth section interprets the research
results in relation to the questions and explains their relationship to related research. The sixth section
presents the conclusions, including a summary of the results and discussion, theoretical and practical
implications, a brief comparison with related research, the study's limitations, and suggestions for
further research.
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2. Literature Review

2.1. Public Cloud

Public cloud is a computing technology where IT infrastructure can be configured using only an
internet network connection [16]. Public cloud supports IT infrastructure virtualization because, in
general, users can configure memory, storage, network connectivity, security, and other IT
infrastructure components within the public cloud scope [17]. Public cloud technology is already
commonly used in various sectors, such as education, finance, government, retail, banking, health,
oil, and gas. Examples of the use of public cloud in general include the retail sector, where it aims to
optimize storage of large daily inventory-related data. In the health sector, its use aims to store daily
scanned medical documents. In the banking sector, it can help provide sites for digital advertising
and store customer data within the public cloud scope [18].

The use of public cloud can provide several general benefits in organizations. According to [19],
there are several benefits of using public cloud in organizations, including easily increasing the
scalability of IT resources, increasing the efficiency of human resource utilization, easily adapting IT
resource needs to types of businesses, reducing hardware dependence, more data backup options
compared to physical servers, having the capability to utilize IT resources from all public cloud
service providers, and having visibility into what IT resources are used throughout the public cloud
environment.

Types of cloud services that can be owned and operated by cloud service providers and can be
rented to the public or organizations via the internet. Organizations wishing to rent from cloud
service providers do not need to own hardware, because all IaaS, PaaS, and SaaS services can be
accessed virtually. The characteristics of public clouds include the ability to share resources, high
scalability, and maintenance by the cloud service provider. Examples of public cloud
implementations include Google Cloud Platform (GCP), Microsoft Azure, Alibaba Cloud, Amazon
Web Services (AWS), and others [18, 19].

2.2. OCTAVE Allegro

Figure 1. OCTAVE Allegro Steps [20].

OCTAVE (Operational Critical Threat, Asset, and Vulnerability Evaluation) Allegro is a
commonly adopted framework for conducting risk assessment and risk mitigation processes within
organizational assets [20]. In the context of organizational assets, how can organizations identify,
analyze, and evaluate the types of vulnerabilities, threats, and risks that can disrupt and damage
organizational assets [21]. Another explanation from [22], that the principles of OCTAVEAllegro can
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improve alignment between organizational goals and strategic security plans for organizational
assets.

The OCTAVEAllegro framework can help stakeholders reduce bias during risk assessment and
risk mitigation processes, as it specifically focuses on security risks within the organization's assets.
This can positively impact organizations by making processes more efficient and effective [23]. In
addition, the framework has been commonly used in conducting risk assessments and riskmitigation
related to public cloud security in organizations [22]. In general, OCTAVE Allegro can provide
benefits in organizations [21], including the following: 1) making it easier for stakeholders to develop
risk evaluation criteria, 2) making it easier to identify types of threats and vulnerabilities to assets in
the organization, and 3) making it easier to identify and evaluate risks that occur within the
organization.

Component adjustments in the design must take into account all aspects of the research. This
aims to limit the scope of the research model design and generate clear andmeasurable contributions.
The OCTAVE Allegro framework is a suitable choice to assist in the development of this research
model, as it is characteristically related to information security, such as confidentiality, integrity, and
availability [21]. The framework has also provided examples of instruments for identifying, assessing,
and mitigating risks in public cloud environments [20]. It is relevant to smaller organizations by
emphasizing information system principles such as people, processes, and technology [24].

2.3. ISO 31000 Framework

Figure 2. ISO 31000 Framework [25, 26].

OCTAVEAllegro has a perspective related to information security [22]. In the context of research,
information security in the adoption of public cloud. However, other aspects are needed to support
the development of research models. ISO 31000 has a more general perspective compared to the
OCTAVE Allegro framework [27], so it is necessary to combine frameworks in developing research
models because the types of risks are not only related to information security, but have different
aspects. For example, related to environment [13], and organization aspects [28].
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In carrying out business processes and achieving organizational goals, several threats and risks
may occur within the organization [27]. Risk management is the most common approach to
addressing several threats and risks that exist in an organization. The International Organization for
Standardization (ISO) 31000 provides a structured and standardized approach to risk management
and is widely used in several other sectors [29]. In addition, it is commonly used in risk management
within the cloud computing environment, where, in the context of research, it can be used in risk
management related to the public cloud environment [30].

2.4. Related Works

Based on identified research within the scope of risk management and cloud computing, the
proposed models are still fragmented and lack comprehensive coverage. Some studies propose more
specific models for risk analysis and evaluation, namely, a threat-specific approach with information
security requirements and using the Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, and Elevation of Privilege (STRIDE) method [7], and a game theory-based approach
to improve information security in organizations [9]. Other studies explore automation and
integration of application development in organizations with the Risk-Driven Fault Injection (RDFI)
method to test information security resilience in cloud environments [8], as well as an approach
capable of automating quantitative risk value calculations with the Factor Analysis of Information
Risk (FAIR) framework [11].

A proposed risk analysis model can be applied to cloud-based mobile applications, where there
are risk analysis stages to determine the risk values of behavioral patterns and all access rights in
each application [10]. In the context of risk analysis, there is a proposed model that is able to analyze
risks in web-based logistics applications migrated to the cloud in conditions before, during, and after.
However, it does not specifically mention what type of deployment model (public, private, or hybrid)
the risk is analyzed for [13]. The latest development is the proposal of a model that is able to analyze
risks related to the level of trust and health of the platform (network, memory, and CPU) in
applications migrated to the cloud, especially applications connected to IoT devices and has been
implemented in smart villages [12].

Adopting cloud computing technology can provide several benefits to organizations,
particularly in the public cloud. Common issues include threats and riskswithin Platform as a Service
(PaaS) [11], and Infrastructure as a Service (IaaS) environments [8], particularly in information
security [7, 8, 9, 10, 11]. These types of threats and risks can arise before and after the adoption of
cloud computing in an organization. Information security is a major concern for stakeholders and is
most commonly explored in previous studies, particularly in supporting organizational operations.
In general, many organizations have adopted frameworks to mitigate risks in the context of cloud
computing. However, the available frameworks for conducting risk assessments are still general and
not yet appropriate to the conditions in public cloud.

The general objective is that there are still many studies that propose risk analysis models that
can identify types of threats and vulnerabilities [13] and can carry out risk assessments in the scope
of Infrastructure as a Service (IaaS) [8] and Platform as a Service (PaaS) [11]. The components
proposed in previous studies tend to be related to information security. The most common
frameworks adopted in the development of research models, such as the National Institute of
Standards and Technology (NIST), are useful in supporting the development of model components
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with the Common Vulnerability Scoring System (CVSS) approach [7, 8, 12], and the National
Vulnerability Database (NVD) [7, 8, 11].

The CVSS function aims to support the identification of threat and vulnerability types in the
form of a matrix [8]. The NVD function aims to serve as a reference for threat and vulnerability types
in the context of information security [7], especially related to confidentiality, integrity, and
availability (CIA) [22], as well as software and hardware. When implementing the identification stage
of assets, threats, and vulnerabilities in the operational scope of cloud, other researchers can refer to
the NVD reference source from the NIST framework, so that the identification stage of threats and
vulnerabilities to assets owned by the organization becomes faster, because it has been provided with
easily accessible information [7].

ISO 31000 is the second most commonly adopted framework for developing model components
in other studies, as it relates to risk management in general [6]. Unlike the OCTAVE Allegro and
ISO/IEC 13335-1:2004 frameworks, which only focus on information security aspects [21]. Compared
with ISO/IEC 13335-1:2004, OCTAVE Allegro is the third-most commonly adapted framework in
other studies. Althoughmany studies have adopted and combined several standardized frameworks,
such as OCTAVE Allegro [13], NIST [7], and other ISO series [6], few have further explored the risk
mitigation model for a public cloud environment. In addition, few studies have explored validating
the proposed research model, so its suitability for use in a public cloud remains unknown.

3. Methodology

3.1. Research Design

Figure 3. Research Design.

This study adopted a qualitative approach because it can provide in-depth insight into
participants perspectives to address the risks of using public cloud in universities in Indonesia.
Procedurally, it is more open and flexible, and it can adapt participant criteria to the research context
[31]. There are 4,614 higher education institutions in Indonesia, which include private universities,
state universities, government-affiliated civil service institutions, and specialized public service
universities [32]. Each university has a distinct IT infrastructure, so it is necessary to consider the
characteristics of the subjects to ensure the information obtained aligns with the research criteria.
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Figure 3 below presents a research design that explains the stages in a structured manner for
answering each research question.

3.1.1. Conducting In-Depth Interview

Conducting the in-depth interview stage at the beginning of the research is important to
understand the problems that occurred before and after the adoption of the public cloud, as well as
to understand these problems from the perspectives of people, processes, and technology in the
university environment. The results of the in-depth interview stage at the beginning can be used as
material for further rigorous analysis of the problems obtained from the primary source, namely the
university, as well as secondary sources from related papers. Meanwhile, the in-depth interview stage
at the end aims to determine the suitability and shortcomings of the risk mitigation model proposed
in the research, where the model's shortcomings can be evaluated or improved so that the results can
be implemented through the development of a prototype [33].

3.1.2. Model Gap Analysis

The results of in-depth interviews at the next stage can be analyzed more closely. Analysis of
previous studies is necessary to determine the research position and identify gaps in the development
of model components. The previous stage was to search for research published in the last 5 years and
identify papers on risk management in public cloud. Next, analysis can be carried out by comparing
each proposed model component and by examining the limitations of previous research models to
identify opportunities for model renewal, considering the conditions and characteristics of
universities in Indonesia [34].

3.1.3. Adoption OCTAVE Allegro & ISO 31000

The research model design process requires a standardized and commonly adopted framework
within the scope of cloud and risk management. Based on related research, the NIST framework has
been widely adapted for risk management in identifying threats and responding to cyberattacks in
the cloud computing scope [7, 11]. However, the NIST framework has general stages and is not as
comprehensive as the OCTAVEAllegro and ISO 31000 frameworks. The NIST framework has 4 stages
[22], which consist of several stages, including; 1) the first stage functions to determine the risk
management strategy, 2) the second stage functions to identify threats, vulnerabilities, potential
impacts, and the frequency of risks that occur, 3) the third stage functions to determine the risk
handling plan and implementation, and 4) the fourth stage functions to supervise the implementation
of the risk.

According to research [22], OCTAVEAllegro has differences such as; 1) the first phase has 1 stage
that functions to determine risk criteria, 2) the second phase has 2 stages, where the third stage
functions to identify assets and the third stage for asset identification from internal and external
aspects, 3) the third phase has 2 stages, where the fourth stage is for identifying the asset area to be
identified and the fifth stage is for risk evaluation based on the level of risk frequency and risk impact,
4) the fourth phase has 3 stages, where the sixth stage is for risk identification, the seventh stage is
for risk analysis, and the eighth stage is for making a mitigation plan.

The difference between the ISO 31000, NIST, and OCTAVEAllegro frameworks is that ISO 31000
has components that NIST and OCTAVE Allegro do not have, namely monitoring & review, which
functions to ensure that risk handling is in accordance with the plan, as well as identifying risks on
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an ongoing basis based on the assets owned by the organization, because in principle ISO 31000 is
dynamic. The Communication & consultation component involves internal and external stakeholders
in communicating risk criteria based on the level of risk occurrence (likelihood) and risk impact
(impact) in the adoption of public cloud within the university, which must be adjusted through the
in-depth interview stage with the Head of the University's IT Department, so that the results can be
used as a reference for further research in the context of the same research in the future [25].

Therefore, it is necessary to adjust the components by considering the university's characteristics
and conditions when adopting services (IaaS, PaaS, & SaaS) and deployment models (public cloud),
because each university is different and not all components are adapted in this study. The most
commonly adopted deployment model by universities is the public cloud, where cloud computing
services tend to involve lecturers, staff, and students. The process of designing the research model
must be adjusted to the characteristics and conditions of the university, so that it can achieve the
suitability of the proposed research model in reducing the risks in the public cloud environment [35].

3.1.4. Determine The Risk Analysis Technique

Risk assessment techniques can refer to previous research or commonly used frameworks.When
adopting techniques, one must consider the university's conditions, as universities are nonprofit
institutions [36], meaning thatmany organizationswithin the university environment lack strong risk
management capabilities, especially in the context of cloud computing use. Easy-to-use techniques
are needed in implementing risk assessments, so this study adopted semi-quantitative techniques
from [37] and [10].

� = � ∗ � (1)

Where the risk value is obtained from the likelihood level (L) multiplied by the risk impact (I)
[37]. The head of a university's IT department can determine the likelihood level based on the
likelihood criteria proposed in this study. The process of determining the likelihood level must take
into account the specific conditions and characteristics of the university regarding its adoption of
public cloud services, particularly concerning the frequency of risk occurrences. The basis for
establishing these likelihood levels draws upon previous research that addressed risk assessment
implementation for learning systems within higher education. The proposed likelihood criteria
consist of five levels: very low, low, medium, high, and very high [37]. However, adjustments are
necessary to reflect the university's unique circumstances and characteristics regarding public cloud
adoption; therefore, the frequency thresholds proposed in this study should be reviewed, confirmed,
and refined in consultation with the head of the IT department.

The basis for determining the risk impact level is adapted from the impact criteria proposed in
a study by Putra, A. P., & Soewito, B. [38]. That study suggests impact criteria covering the individual,
organizational operations, assets, and national levels. However, the present study excludes the
national-level criteria; this decision is based on in-depth interviews with the head of the university's
IT department, which indicated that risks with a national-scale impact have never occurred in the
context of public cloud adoption within a university that holds an "A" or "Excellent" accreditation.

Consequently, this study incorporates risk impact criteria covering individuals, organizational
operations, and assets that have been adapted into application-specific components to better align
with the context of applications being migrated to the cloud. The basis for determining the levels or
scales of risk impact is derived fromprevious research; however, further confirmation and refinement
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were necessary to ensure their suitability for the risk impact criteria defined in this study. The risk
impact levels proposed herein include: very low, low, medium, high, and very high [39].

Furthermore, a method is required to determine risk level classifications in order to ascertain
inherent and residual risk values, which can then be mapped to the risk level classifications proposed
in this study. The approach for determining these risk level classifications adopts the ISO 27005
standard, which encompasses four categories: low,medium, high, and extreme. Inherent and residual
risk values are identified following the risk analysis and mitigation phases; these values are then
displayed within a risk matrix—featured in the research prototype’s dashboard—where specific
colors are used to convey distinct meanings. In the context of this study, the color-coding within the
proposed dashboardmatrix has been adapted from previous research [37] and aligned with the color-
based classifications defined in the ISO 27005 standard [40].

In that standard, the color used for the "low" risk level classification is yellow, whereas this study
has adopted green for the "low" risk level classification. For the "moderate/medium" risk level
classification, the standard uses amber, and this study has adopted the same color for the "medium"
risk level classification. For the "high" risk level classification, the standard uses orange, and this
study has likewise adopted this color for the "high" risk level classification. Furthermore, this study
has adopted the color red to clearly designate the "extreme" risk level classification [40].

The results of the model's design and development can be implemented through a web-based
prototype simulation. A prototype is a commonly used approach in model validation, aimed at
determining the suitability of components for the university's cloud computing environment [41]. In
addition, it can determine the[13] effectiveness in reducing the risk values of cloud use and the
potential operational impacts in the university environment [37]. The prototype was developed using
the CodeIgniter PHP framework. The working method is structured, easy to maintain, and can be
developed to meet future needs [42].

3.1.5. Design & Develop Risk Mitigation Model

Based on the risk value analysis technique determined and referenced in related research [37],
the calculation process can produce risk values based on the assets owned. In this context, assets in
the form of supporting applications such as databases, virtual machines, networking, and others are
considered, and the risk value can be low, medium, high, or extreme under conditions before and
after the adoption of public cloud in the university environment [40].

The developed model components are sourced from previous studies. In general, many studies
have developedmodel components from the NIST framework [7, 8, 9, 12], ICASA[13], ISO 31000 [13],
OCTAVE Allegro [13], and ISO/IEC 13335-1:2004 [9]. The development of model components must
be based on the conditions and characteristics of universities' cloud use, so not all components are
adopted from these frameworks.

In developing the model components, the OCTAVE Allegro framework was adopted, because
many organizations are very concerned about information security, due to the many types of threats
that appear in the cloud environment [22]. In addition to OCTAVE Allegro, ISO 31000 is an option
because it provides general principles and guidelines for organizations seeking to identify, assess,
and mitigate risks associated with the use of public cloud in universities [32].

The proposed research model is divided into three main phases. The first phase of initiation aims
to identify the list of assets, types of threats, and controls in the adoption of public cloud within the
university. The second phase of assessment aims to conduct a risk assessment using risk analysis
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techniques determined in the research [37]. The third phase of mitigation aims to carry out the risk
mitigation process by determining and planning mitigation strategies, as well as implementing and
monitoring the mitigation plan implemented in the adoption of public cloud within the university.
The proposed mitigation phase is an update of the research [13], and continues the previous research
[12].

3.1.6 Design & Develop Prototype

Before designing and developing a prototype, the first step is to determine the system
functionality to model user interaction with the application being developed. Use case diagrams are
one of the tools and are included in the unified modeling language (UML) [43]. There are several
functions of use case diagrams as follows [43]: 1) mapping what users can do and how the system
responds, 2) determining which actors/users can use the system, and 3) being a reference for
application developers in creating detailed application features. The difference in user roles between
the Head of IT and the Administrator is only in managing user accounts.

3.1.7. Implementation Model with Prototype Simulation

Simulation scenarios are carried out by entering data into the modules available in the prototype
and must reflect real conditions and characteristics within the university [43]. The purpose of the
simulation is to determine the suitability of the proposed model components through prototype
simulation [44]. The simulation scenario can be carried out by migrating several application support
assets, such as application project files, virtual machines, databases, and others, to the cloud
environment, which corresponds to the main phases of initiation, implementation, and mitigation.

In the context of research, it only goes as far as testing the functionality of the prototype's use
[45]. Through the stages of identifying assets based on threats, analyzing risks using the specified
method, and risk evaluation, which aims to determine which assets have the highest total risk based
on conditions before and after the adoption of the public cloud within the university. In addition,
users must go through the stages of risk mitigation scenarios, such as selecting which assets should
be mitigated, preparing mitigation plans based on recommendations from the literature [46],
implementing risk mitigation, and monitoring and reviewing follow-up mitigation measures.

3.2. Data Sources

The data sources in this study are divided into two parts: primary data and secondary data.
Primary data were obtained through in-depth interviews with five practitioners in risk management,
information security, and/or cloud computing. The group of practitioners includes one individual
who holds a doctorate in computer science and possesses 35 years of experience in risk management
and cybersecurity. Three individuals hold master’s degrees in information technology and have over
15 years of experience in cloud computing and cybersecurity. One individual holds a bachelor’s
degree in informatics engineering and has 9 years of experience in risk management.

Furthermore, there are 6 heads of IT departments at universities that have adopted public cloud
computing with institutional accreditation rated "Excellent " or "A". The selected universities are in
the Province of Jakarta (3 universities), Central Java Province (2 universities), and East Java (1
university). The criteria were selected using a purposive sampling method because this method
intentionally selects samples that meet the criteria, characteristics, or considerations specifically
discussed in this study [47].
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Secondary data were obtained from research sources, including journal papers and proceedings
indexed by Scopus, with a credible reputation. One of the theoretical contributions of this research is
to develop types of threats, risk factors, and mitigation strategies appropriate to the context of public
cloud adoption in the university environment [46], which have been adjusted through in-depth
interviews with practitioners and heads of university IT departments. In addition, the aim was to
compare the results of the information obtained regarding public cloud adoption problems with the
results of in-depth interviews with heads of university IT departments and reference sources
referring to journals and proceedings.

3.3. Data Collection

This section contains two in-depth interviews: the first to identify initial issues and the second
to evaluate the model during the demonstration phase. The purpose of the in-depth interviews with
practitioners was to determine the alignment of the risk mitigation model with the principles and
stages of the adopted framework. Meanwhile, the purpose of the in-depth interviews with six
university IT department heads was to identify issues before and after public cloud adoption from
the perspective of people, processes, and technology. The in-depth interviews to identify these issues
were conducted online and lasted one hour with six university IT department heads.

The information gathered through initial interviews with 5 practitioners and 6 university IT
department heads can be integrated into the development of a risk mitigation model—specifically
one tailored to the unique characteristics of universities adopting public clouds, while aligning with
the principles of the ISO 31000 standard. For instance, components concerning the identification of
threats and controls, risk factors, and mitigation strategies can be linked to the "integrated" principle;
this is because the threats and risks arising within a university's cloud infrastructure differ from those
in other sectors, necessitating more rigorous adjustments when implementing controls and
mitigation strategies to reduce the impact of potential threats and risks [48].

The in-depth interviews for the model evaluation were conducted online and lasted one hour
and consisted of two sessions. The first session lasted 30 minutes and explained all model
components, including their definitions, objectives, and characteristics. The second session included
a 30-minute prototype simulation to assess the alignment of the proposed model components with
the prototype modules.

Feedback from five practitioners and six university IT department heads regarding the
evaluation of the model and prototype can also be linked to the principles and characteristics of public
cloud adoption within a university setting. For instance, interview findings can assist in determining
the sequence of phases for developing a risk mitigation model that aligns with the "structured and
comprehensive" principle of the ISO 31000 standard. Furthermore, these insights can support the
implementation of the "continual improvement" principle, ensuring that the outcomes of risk
identification, assessment, and mitigation serve as lessons learned for future risk management
implementation processes [48].

3.4. Analysis Techniques

The management method can be conducted using a thematic analysis approach, in which the
results of in-depth interviews can be grouped based on contexts appropriate to IT infrastructure
problems in on-premises and public cloud environments [49]. Data and information are analyzed by
identifying frequently occurring sentences and compiled into a list of problems that are conditions
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before and after the adoption of public cloud at the university level. The problems explored relate to
the types of threats that arise, the controls used by the university IT department, and the risks that
have an operational impact within the scope of cloud computing infrastructure.

Raw data and information recorded in a notes application and written on paper can facilitate in-
depth and concise analysis, ensuring that the results are contextualized. The evaluation phase yields
input and suggestions on the proposed mitigation model components and prototypes, enabling
further refinement based on the university's conditions and characteristics for adopting the public
cloud. This allows for iteration from the evaluation phase to the design and development phase, or
to the goal-and-solution determination phase [33]. The plan for the entire evaluation methodology
must be precisely defined to ensure the reliability of the research outcomes. Therefore, it must be
executed through structured and rigorous stages. Table 1 below outlines the aspects, methods, and
scope of this research.

Table 1. Evaluation Plans.

No. Aspects Methods Scopes

1

Proposal for the
identification and mapping
of threat types, controls,
risks, and mitigation
strategies

In-depth interview, thematic
analysis, member checking,
& expert scoring

Limited to identifying types of threats
and controls within the realm of
information security and privacy

2 Proposed risk mitigation
model In-depth interview

Not all stages/phases from OCTAVE
Allegro and ISO 31000 are adapted, as
they must be aligned with the
characteristics and principles of public
cloud adoption within a university
environment

3 Prototype Simulation

The simulation was conducted for only
one e-learning application migrated to
the cloud at each university;
specifically, this study presents a single
scenario at University XYZ and does
not implement a risk mitigation
monitoring component using actual
data, as doing so would require
additional costs and concrete
supporting evidence

4. Results

4.1. Problem Identification & Motivation

Based on the results of in-depth interviews with 6 heads of IT departments at each university, a
summary of on-premises IT infrastructure problems across the people, process, and technology
dimensions is presented in Table 2 below.

Table 2. University IT Infrastructure Issues in The On-Premise Environment.

Aspect Identified Problems Current Impacts

People
Lack of oversight in software updates, due to
limited administrator time availability

Administrators cannot access virtual
machines and applications

Process
There is no standardized guide from the IT
department regarding how to maintain IT
infrastructure

Still dependent on one person, so that
knowledge is not spread, and it takes
quite a long time to solve the problem
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Aspect Identified Problems Current Impacts

Process
There are still a few who adopt information
security and privacy standards for IT
infrastructure in the on-premises environment

The controls implemented by the IT
department are not up to standard,
making it difficult to resolve problems
when new threats arise.

Technology High hardware maintenance costs Difficulties in increasing the scalability
of IT infrastructure

Technology Server physical memory is vulnerable to damage Virtual machine and applications cannot
be accessed

Technology
Unable to handle a large number of requests from
users

Application access speed becomes slow,
and availability is disrupted

Cloud computing technology can help organizations and other industries meet their IT
infrastructure needs by providing services tailored to their specific requirements and conditions [50].
However, based on the results of in-depth interviews with several heads of IT departments at
universities, a summary of problems and impacts in the public cloud within the university is
presented, including those shown in Table 3 below.

Table 3. Public Cloud Issues in The University Environment.

Aspect Identified Problems Current Impacts

People Lack of attention to privacy Employees who have resigned still have
access to the control

People Too long adaptation Lack of knowledge regarding the types
of threats that arise

Process There are no standards in the university context for
assessing and mitigating risks

Difficulty in mitigating if risks occur

Process Not having cost planning in cloud adoption High monthly billing costs

Process High security support costs
The university IT department is
improving security independently
without following standards

Technology Prone to configuration errors
Virtual machine in the cloud is having
problems

Technology The many types of threats in the public cloud
environment Application availability is disrupted

Several internal, external, and both applications (internal and external) are beingmigrated to the
cloud computing environment such as, e-learning (internal), web portal (internal & external),
academic (internal), registration admission (external), e-library (internal & external), and research &
community services (internal). Several types of threats can arise in the cloud computing environment
[46]. However, they have not been adapted to the conditions and characteristics of universities
adopting public cloud services, including IaaS, PaaS, and SaaS, and have not been classified in terms
of information security and user privacy.

Table 4 presents various types of threats, ordered according to their probability of occurrence.
Before establishing this order, the initial step involved identifying potential threats based on previous
research [46]. While that research identified 20 types of threats, only 9 were adapted for this study.
This selection was made to align with the specific conditions and characteristics of universities
adopting public cloud services, specifically those accredited as "A" or "Excellent" by the Indonesian
government.

The adjustment process was carried out through in-depth interviews to identify the types of
threats and the frequency of their occurrence within the university environment. Feedback provided
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by the head of the IT department helped ensure the validity of the findings. It allowed for the
categorization of the nine identified threat types into two domains: information security and privacy
[35]. The second stage involved ranking these mapped threats categorized by information security
and privacy aspects based on their frequency of occurrence. The total frequency was normalized to
100% to illustrate the relative proportion of each of the nine identified and mapped threat types.

Furthermore, the in-depth interview phase also ensures reliability through an expert scoring
technique, in which practitioners are asked to evaluate the alignment between the identified and
mapped threats and the established categories of information security and privacy. The Content
Validity Index (CVI) method was adopted for this purpose, as it facilitates the assessment of content
validity based on the mapping results [51].

During the interview process, each practitioner was presented with the identified threats and
asked to rate them on a scale of 1 to 4 (1 = not relevant, 2 = somewhat relevant, 3 = quite relevant, and
4 = highly relevant). Subsequently, the Item-level Content Validity Index (I-CVI) was calculated for
each specific type of threat. The I-CVI is determined by the number of practitioners (5 participants)
who provided a score of 1, 2, 3, or 4 [51]. If all practitioners assign a score of 3 or 4, the I-CVI value is
1.00, indicating that all experts are in agreement regarding a particular type of threat. As shown in
Table 4 below, the I-CVI values for all identified threats are 1.00, which indicates that the
identification results are credible.

Table 4. Threat Type Identification Results Based on In-Depth Interviews [46].

ID
Categories Threat Types

Probability
of Threat
Occurrence References

Expert Scoring
(Participant 1-

5) I-CVI

KN1
Information
security

Website
defacement 24%

[30, 35, 52, 53, 54,
55, 56, 57] 4, 4, 3, 4, 3 1.00

KN2
Information
security

Denial of service
(DoS) attacks 20%

[16, 28, 52, 53, 58,
59, 60, 61, 62, 63]
[3, 30, 54, 56, 57, 64,
65, 66, 67, 68, 69,
70, 71, 72, 73, 74,
75]

3, 3, 4, 3, 4 1.00

KN3
Information
security

Access control
issues 15%

[16, 28, 30, 35, 55,
56, 67, 70, 71, 76,
77, 78, 79]

4, 4, 4, 3, 3 1.00

KN4 Information
security

Malware 12%

[16, 28, 35, 52, 53,
54, 59, 61, 62, 71,
80, 81]
[30, 55, 56, 57, 67,
70, 71, 74]

3, 3, 3, 4, 4 1.00

KN5
Information
security

Interface and
API issues 10%

[16, 17, 28, 35, 50,
57, 68, 69, 75, 82,
83, 84, 85, 86]

4, 3, 3, 3, 4 1.00

KN6 Information
security

Service hijacking 7%
[3, 35, 54, 55, 56, 57,
59, 63, 67, 70, 71,
76, 87, 88]

4, 4, 3, 4, 4 1.00

KN7 Privacy Data leakage 6% [3, 30, 52, 53, 56, 57,
58, 83]

3, 4, 4, 4, 3 1.00

KN8
Information
security

Abuse and
nefarious 4%

[30, 52, 54, 55, 56,
70, 71, 79, 89] 3, 3, 3, 4, 4 1.00
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ID Categories Threat Types

Probability
of Threat
Occurrence

References

Expert Scoring
(Participant 1-

5)
I-CVI

KN9 Privacy Data loss 2%
[3, 27, 30, 35, 52, 56,
58, 59, 67, 70, 71,
76, 77, 81, 88]

3, 3, 4, 3, 4 1.00

Based on Table 5, risk factors have been identified from previous research [46]. 8 risk factors can
arise in the university public cloud environment, and the identification results have been adjusted
and mapped to the types of threats in this study. Risk factors not included in the study are financial
factors and errors in selecting cloud services. These results have been confirmed through an in-depth
interview process with 6 Heads of IT Departments at universities in Province of Jakarta (3
universities), Central Java Province (2 universities), and East Java (1 university).

Table 5 below employs the samemethodology used for the previous identification of threat types.
However, it incorporates an additional question posed to all practitioners regarding the alignment
between the identified threat types and the risk categories within this study. The expert scoring
results for each risk category yielded an average score of 3 to 4, resulting in an I-CVI (Item-level
Content Validity Index) value of 1.00 for all risk categories [51]. This indicates that the identification
and mapping results are reliable and can therefore be adopted by university IT department heads for
the implementation of a risk mitigation model via the proposed prototype.

Table 5. List of Risk Factors in The University Public Cloud [46].

ID Risk Types Threats ID References Expert Scoring
(Participant 1-5) I-CVI

KR1 Information security
KN1, KN2, KN3,
KN4, KN5, KN6,

KN8

[3, 16, 28, 30, 52, 53,
54, 56, 57, 58, 59, 60,
61, 62, 63, 64, 65, 66,
67, 68, 69, 70, 71, 72,
73, 74, 75]

3, 4, 3, 4, 4 1.00

KR2 Locked access control KN3
[17, 28, 35, 50, 53, 57,
62, 69, 71, 73, 85, 90,
91]

3, 4, 3, 4, 3 1.00

KR3
Compliance with

various regulations and
laws

KN7
[3, 35, 54, 55, 56, 57,
59, 63, 67, 70, 71, 76,
87, 88]

3, 4, 4, 3, 3 1.00

KR4 Configuration errors KN5
[3, 27, 30, 35, 52, 56,
58, 59, 67, 70, 71, 76,
77, 81, 88]

4, 4, 3, 3, 3 1.00

KR5 Privacy KN7, KN9
[16, 28, 30, 35, 55, 56,
67, 70, 71, 76, 77, 78,
79]

3, 3, 4, 3, 3 1.00

KR6 Virtual machine usage KN3, KN5, KN6,
[16, 30, 35, 52, 54, 56,
57, 67, 70, 79] 4, 3, 4, 3, 3 1.00

KR7 Malicious insiders KN5 [28, 30, 35, 52, 56, 59,
62, 79, 80, 81] 4, 3, 3, 4, 4 1.00

KR8 Loss of reputation
KN1, KN2, KN3,
KN4, KN5, KN6,
KN7, KN8, KN9

[30, 55, 56, 57, 67, 70,
74, 78, 92] 3, 3, 4, 4, 4 1.00
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4.2. Define Objective & Solution

Based on problems identified from in-depth interviews and previous research, the output of the
first research question is a proposed riskmitigationmodel aimed at reducing risk for universities that
want to or have already adopted cloud computing. In addition, it can help university IT departments
reduce potential risks by leveraging the proposed model's three main phases: initiation, assessment,
and mitigation. The proposed mitigation phase was not identified in previous studies, as shown in
Table 6.

Table 6. Comparison of Components from Previous Models.

Title Initiation Phases Assessment Phases Mitigation Phases
Design and
implementation of a
threat-specific
security risk
assessment tool

Nodes & edges Risk reports -

CloudStrike: chaos
engineering for
security and
resiliency in cloud
infrastructure

Chaos controller, chaos
manager, fault engine, fault
injector, & chaos monitor

Chaos analyzer -

Design of basic
process of
information security
risk assessment in
cloud computing
environment

Risk data statistics & model
building Risk calculation -

On the
characterization and
risk assessment of
AI-powered mobile
cloud applications

Characterize the system,
identify threat conditions,
classify threat conditions,
assess the impact of threats,
& determine the likelihood
of threats

Compute gross risks, identify
security controls, & calculate net
risk

-

Risk assessment for
logistics
applications in
cloud migration

Identify assets, threats, and
vulnerabilities, asset and
threat mapping, &
determine risk environment

Establish risk measurement,
calculate asset weight, &
calculate total risk

-

Resilient cloud
cluster with
DevSecOps security
model, automates a
data analysis,
vulnerability search
and risk calculation

Identification of assets and
threats

Assessing the frequency of
threats, calculate of losses, &
calculate risk

-

Holistic Cyber Risk
Assessment in the

Cloud
Continuum: A

Multi-Layer, Multi-
Domain
Approach

-

Domain network assessment
(cloud native, network, service
assessment & vulnerability
assessment), trust assessment
(platform, IoT monitor, edge
monitor, cloud monitor),
annotation layer, and risk
assessment layer

-
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Title Initiation Phases Assessment Phases Mitigation Phases
From Design to
Evaluation: ANovel
Mitigation Model
for Public Cloud
Adoption

Asset identification, threat
types identification, &
control types identification

Threats & controls mapping,
risks identification, determine
risk tolerance, & risk analysis in
cloud computing adoption

Determine risk
treatment strategy,
determine risk
treatment plan, & risk
mitigation monitoring

In addition to the proposed new components related to the mitigation phase, there are other
scientific contributions to the types of controls from the information security and privacy aspects.
Table 7 below presents a reference list of control types in the context of information security and
privacy, with reference to the ISO/IEC 27017 [93], and ISO/IEC 27701 framework [94], and has been
adapted to the conditions and characteristics of universities in adopting public clouds. The types of
controls that have been identified have been adapted and mapped based on the types of threats
shown in this study.

ISO/IEC 27017 is an extension of ISO/IEC 27002, which focuses on providing detailed guidance
in determining, implementing, and controlling practices in securing information security-related
assets. ISO/IEC 27002 consists of 93 controls grouped by organization (37 controls), people (8 controls),
physical (14 controls), and technology (34 controls) [93]. However, of the 93 types of controls, some
are still general and require adjustments based on the conditions and characteristics of the university.
Justification is needed from practitioners and heads of the university's IT department so that the 93
types of controls can be readjusted through the in-depth interview stage, with the aim of finding out
what types of controls are commonly used/applied when a threat occurs in the public cloud
environment.

ISO/IEC 27701 It is an extension of the ISO/IEC 27001 framework. ISO/IEC 27701 can help
organizations comply with the personal data protection Law No. 27 of 2022 [95]. The characteristics
of ISO/IEC 27701 have 2 types of control, namely data controller (PII controller) and data processor
(PII processor) [94]. In the context of this research, the data controller is the university IT department.
In contrast, the data processor is the cloud service provider, such as Google Cloud Platform (GCP),
Amazon Web Services (AWS), and Alibaba Cloud, where the cloud service provider has been
identified based on the results of an in-depth interviewwith the head of the university IT department.

However, the focus of this study is only to identify the types of controls from the data controller's
side, because the main objective of this study is to propose a risk mitigationmodel, one of the benefits
of which is to help the university's IT department identify the types of threats and controls based on
applications that will be/have been migrated to the cloud. In addition, this study does not focus on
identifying the types of controls from the data processor's side (cloud service provider).

Table 7 below employs the same methodology and scale used for identifying threat and risk
types; however, it presents a question posed to all practitioners regarding the appropriateness of the
identified and mapped controls in relation to the identified threats, as well as to aspects of
information security and privacy. Expert scoring for the identified controls yielded values of 3 or 4.
Furthermore, the I-CVI (Item-level Content Validity Index) values for each control type were found
to be 1.00, indicating that the identification and mapping of these controls are reliable [51]. These
identified controls can be adopted by university IT department heads to implement appropriate
measures for the use of public clouds—particularly for applications that have already been migrated.
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Table 7. List of Control Types in Information Security and Privacy Aspects [46].

ID Control Types Aspects Threat Types
ID Reference

Expert
Scoring

(Participant 1-
5)

I-CVI

KK1 Information Access
Restriction

Information security KN3 [93] 3, 4, 3, 4, 3 1.00

KK2
Access to Networks
and Network
Services

Information security
KN2, KN6,
KN8 [93] 3, 4, 3, 3, 4 1.00

KK3 Administrator and
operator logs Information security KN3 [93] 4, 3, 3, 4, 3 1.00

KK4 Backup and
Restoration Control

Information security KN9 [93] 4, 3, 3, 4, 4 1.00

KK5 Event Logging Information security KN3 [93] 4, 3, 4, 4, 4 1.00

KK6
Information

Security Incident
Management

Information security

KN1, KN2,
KN3, KN4,
KN5, KN6,
KN8

[93] 3, 4, 4, 4, 4 1.00

KK7
Policies for

information security Information security

KN1, KN2,
KN3, KN4,
KN5, KN6,
KN8

[93] 4, 4, 3, 4, 3 1.00

KK8 Inventory of Assets Information security KN1, KN5,
KN9

[93] 4, 3, 4, 3, 4 1.00

KK9 Retention Privacy KN3, KN7 [94] 3, 4, 3, 3, 4 1.00

KK10 Limit Collection Privacy
KN3, KN7,
KN9 [94] 4, 4, 4, 3, 3 1.00

KK11 Limit Processing Privacy KN3, KN7 [94] 4, 3, 4, 3, 4 1.00
KK12 Disposal Privacy KN7, KN9 [94] 3, 4, 3, 4, 4 1.00

KK13
Accuracy and
Quality Privacy KN3, KN7 [94] 4, 4, 3, 4, 3 1.00

KK14
PII De-identification
and Deletion at the
End of Processing

Privacy KN3 [94] 4, 4, 3, 4, 4 1.00

KK15
PII Transmission

Controls Privacy KN3, KN5 [94] 3, 4, 4, 4, 3 1.00

KK16 PII Minimization
Objectives Privacy KN7 [94] 4, 4, 3, 3, 3 1.00

The research contribution not only identifies the types of threats, controls, and risk factors, but
also generates mitigation strategies that can be used to implement the proposed model through
prototype implementation. The mitigation strategies refer to previous research with 13 types of risks
[46], but only 11 types of strategies were adapted in this study. This means that there are two types
of mitigation strategies that are not used, such as honeypots and validation of cloud service provider
certificates before public cloud adoption.

Furthermore, the validation phase for the identified mitigation strategies employs the same
method: expert scoring. Five practitioners were asked to evaluate the alignment between the
identified mitigation strategies and the corresponding risk types. The expert scoring results show
that, on average, participants assigned a score of 3 or 4, and the I-CVI value reached 1.00, indicating
that the identified mitigation strategies are reliable [51]. These identified mitigation strategies
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contribute to providing recommendations for the head of the university IT department regarding the
implementation of a risk mitigation model via a prototype. Table 8 below presents the types of risk
mitigation strategies adapted to the context of public cloud adoptionwithin a university environment.

Table 8. List of Risk Mitigation Strategies in Public Cloud Adoption [46].

ID Mitigation Strategies Risks ID References

Expert
Scoring

(Participant
1-5)

I-CVI

M1 Consistent network monitoring KR1, KR7 [3, 39, 58, 65, 68,
70, 71, 89, 91]

3, 4, 4, 3, 3 1.00

M2 Intrusion prevention KR1, KR4,
KR7

[53, 59, 65, 67, 70,
71, 82, 96]

4, 4, 3, 4, 3 1.00

M3 Consistently monitored identity and access
management

KR1, KR5,
KR7

[53, 59, 67, 70, 71,
80, 81, 89] [65,
71, 80]

4, 3, 4, 3, 4 1.00

M4 Encryption and authentication
KR1, KR2,
KR5, KR6,
KR7

[53, 67, 73, 78, 81,
83, 87] 4, 3, 4, 4, 4 1.00

M5 Distributed Denial of Service (DDoS)
detection

KR1, KR4
[59, 64, 67, 68, 69,
71, 96, 97] [71,
81, 90]

3, 3, 4, 4, 4 1.00

M6
Enhancing security based on
confidentiality, integrity, and availability

KR1, KR2,
KR4, KR5,
KR6, KR7,
KR8

[3, 53, 67, 70, 74,
81, 87, 90, 91, 97] 4, 4, 3, 3, 4 1.00

M7
Monitoring the availability of supporting
software and applications in the cloud
computing environment

KR1, KR2
[65, 70, 80, 81,
89] 4, 4, 3, 4, 4 1.00

M8 Backing up data and ensuring that backed-
up data can be restored properly KR1, KR5 [71, 73, 81, 89] 3, 4, 4, 3, 4 1.00

M9 Designing virtual machine allocation
policies

KR6 [67, 81, 90] 4, 3, 4, 4, 4 1.00

M10

Organizations should conduct training
sessions on security and privacy
prevention, as well as awareness for each
individual

KR1, KR3,
KR5 [67, 70, 81] 4, 3, 4, 3, 3 1.00

M11 Scanning for threats in the cloud
environment

KR1, KR6 [68, 70, 91] 4, 3, 3, 4, 4 1.00

4.3. Design & Development

Based on the model development process in this study, a mapping of stages/phases has been
created, adapted by considering three key aspects. First, the adapted stages/phases have been
organized into components of the risk model, ensuring that the proposed components can be
implemented as distinct modules within a prototype. Second, the model development has been
tailored to the specific characteristics of universities adopting public clouds, as well as the principles
inherent in the frameworks; consequently, not all stages from OCTAVE Allegro or phases from ISO
31000 have been incorporated. Third, the development process involved analyzing the limitations of
the existing framework stages/phases, allowing for the weaknesses in OCTAVE Allegro to be
addressed through the inclusion of elements from ISO 31000. The resulting mapping is presented in
Table 9 below.
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Table 9.Mapping of Adapted Components.

No. Proposed
Components

Steps Adapted in
OCTAVE Allegro

Phases Adapted in
ISO 31000

Alignment of Principles in
ISO 31000 (Point a-h)

1
Identification of asset

list
Develop information

asset profile
There is no explicit

equivalent

b) Structured and
comprehensive, d) Inclusive,
& g) Human and cultural
factors

2 Identification of threat
types

Identify threat
scenarios

There is no explicit
equivalent

b) Structured and
comprehensive, f) Best
available information, c)
Customized, & d) Inclusive

3 Identification of
control types

Identify threat
scenarios

There is no explicit
equivalent

b) Structured and
comprehensive, c)
Customized, d) Inclusive, &
f) Best available information

4
Threat mapping and

asset control
Identify threat
scenarios

There is no explicit
equivalent

b) Structured and
comprehensive, d) Inclusive,
& g) Human and cultural
factors

5 Identification of risk Identify risks Risk identification
b) Structured and
comprehensive, & d)
Inclusive

6 Determine risk target Identify risks Risk identification
b) Structured and
comprehensive, & d)
Inclusive

7
Risk analysis in public

cloud adoption Analyze risks Risk analysis

a) Integrated, b) Structured
and comprehensive, c)
Customized, d) Inclusive, e)
Dynamic, & f) Best available
information

8
Determine risk
treatment strategy

Select mitigation
approach Risk treatment

a) Integrated, b) Structured
and comprehensive,
Inclusive, e) Dynamic, & g)
Human and cultural factors

9 Determine risk
treatment plan

Select mitigation
approach Risk treatment

a) Integrated, b) Structured
and comprehensive, c)
Customized, d) Inclusive, e)
Dynamic, & f) Best available
information

10 Risk mitigation
monitoring

There is no explicit
equivalent Monitoring & review

a) Integrated, b) Structured
and comprehensive, d)
Inclusive, e) Dynamic, h)
Continual improvement

Before implementing the mitigation model in a prototype, it is necessary to determine the levels
of risk, such as low, moderate, high, and critical [40]. In addition, determine the criteria for the
likelihood of threat and risk impact, which can be related to the risk assessment aspects in this study,
such as the aspects of information security and privacy in the adoption of cloud computing in the
university environment. The likelihood criteria in this study are based on the frequency of occurrence
of various threat types in the public cloud, from an information security and privacy perspective.
Table 10 shows the likelihood criteria based on the frequency of risk occurrences [37], with several
levels: very low (very unlikely), low (unlikely), medium (possible), high (likely), and very high
(frequent).
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The process of establishing likelihood criteria in this study consists of two stages. The first stage
involves defining a likelihood scale, adapted from relevant research that addresses risk assessment
within the context of cloud-based learning systems in higher education. The second stage entails
determining the frequency of risk occurrence, which is verified through in-depth interviews with the
heads of IT departments at six universities. Subsequently, a synthesis is performed by comparing the
frequency of risk occurrences across these universities in the context of public cloud adoption. A one-
semester timeframe was selected because it facilitates the alignment of evaluation processes within
the universities' internal institutional frameworks [37].

Table 10. Likelihood Criteria.

Value Scale Description
1 Very low Frequency in 1 semester 1 times
2 Low Frequency in 1 semester 2 times
3 Medium Frequency in 1 semester 3 times
4 High Frequency in 1 semester 4 times
5 Very high Frequency in 1 semester more than 5 times

In addition to the likelihood criteria, Table 11 presents the risk-impact criteria from a security
and privacy perspective in the cloud computing domain, adopted and modified from the research.
In determining the risk impact criteria, they must be adjusted to the conditions and characteristics of
public cloud adoption across several universities, and they have also been confirmed with the IT
department head through in-depth interviews. In Tables 11, there are 5 scales: very low, low,
moderate, high, and very high [38].

The method for determining impact criteria in this study is quite similar to the approach used
for establishing likelihood criteria; however, the distinction arises during the in-depth interview
process, specifically when posing questions to the heads of university IT departments regarding the
types of impact (encompassing operational aspects, application components, and individuals) and
the scale of the risks associated with the adoption of public cloud services.

Table 11. Impact Criteria.

Value Scale Description

1 Very low The impact of risks to information security and privacy in organizational operations,
application components, and/or individuals is very low

2 Low
The impact of risks to information security and privacy in organizational operations,
application components, and/or individuals is low

3 Medium
The impact of risks to information security and privacy in organizational operations,
application components, and/or individuals is medium

4 High The impact of risks to information security and privacy in organizational operations,
application components, and/or individuals is high

5 Very high
The impact of risks to information security and privacy in organizational operations,
application components, and/or individuals is very high

The risk mitigation model consists of three main phases, as illustrated in Figure 4: initiation,
assessment, and mitigation. All components have been tailored to the specific conditions and
characteristics of universities adopting public cloud services. The initiation phase comprises several
components: asset identification, identification of threat types, and identification of control types. The
assessment phase includes components such as threat mapping and asset control, risk identification,
determination of risk targets, and risk analysis within the context of public cloud adoption. The
mitigation phase, which receives the most focus, as it represents the primary proposal and core
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contribution of this research, encompasses components such as determining risk treatment strategies,
establishing risk treatment plans, and monitoring risk mitigation efforts.

Figure 4. Risk Mitigation Model for Public Cloud Adoption in Universities.

Assets owned by the university must be identified before migrating to a cloud environment; not
all assets are migrated because this impacts IT resources and costs, which the IT department must
consider. In addition, the risks and potential impacts that may arise are not yet known, so further
analysis and consideration are needed for migration to a cloud environment [2]. The threat types
identification component aims to identify threats in the public cloud environment, particularly in
IaaS, PaaS, and SaaS services, so that threat types can be mapped to appropriate controls for the
university environment [13]. In identifying the types of threats, they are divided into 2 aspects,
namely information security and privacy, where examples of types of information security threats
[77, 98], are interface and API issues, platformmisconfiguration, malicious insiders, denial of service,
system vulnerabilities, and others.

Meanwhile, examples of privacy threats identified in research [99], include leakage-resistant
data, complete data deletion, personally identifiable information (PII), sensitive data, location, and
others. In this study, the types of controls can refer to the ISO/IEC 27017-2015 framework, as it has
been adapted to information security aspects within the scope of cloud services, especially IaaS, PaaS,
and SaaS [93]. The assessment phase includes several components: threats and controls mapping,
risks identification, risk target determination, and risk analysis in cloud computing adoption. The
development of the threats and controls mapping component draws on previous research [13]. The
objective of this component is to map which assets are at risk in the public cloud based on each
university's conditions and the types of controls currently implemented.

The mitigation phase is a key component that differs from the proposed model in previous
research [73]. This phase consists of several components, including determine risk treatment strategy,
determine risk treatment plan, and monitoring risk mitigation. The determining risk treatment
strategy component aims to determine the choice of mitigation strategies such as avoidance,
acceptance, transfer, and mitigation [38]. There is an iteration that connects the risk mitigation
monitoring component to the risk analysis in cloud computing adoption, by updating the inherent
risk values after implementing mitigation actions in accordance with the previous plan [6].
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Figure 5. Use Case Diagram for the Risk Mitigation Prototype.

After developing the model, the next step is to design a use case diagram to identify the modules
needed to implement all model components. Figure 5 shows a use case diagram consisting of two
actors: the head of IT department and the administrator.

4.4. Demonstration

The developed model must be ensured to be in accordance with the conditions and
characteristics of the university in adopting public cloud. Validation through prototype simulation is
requiredwith the aim of determining the suitability of the model components [41]. Before conducting
the simulation, things that must be considered are determining the scenario by moving several
university assets to the cloud scope that are in accordance with the initiation, implementation, and
mitigation phases.

One application must be determined to be moved to the cloud scope because, based on the
results of in-depth interviews with 6 heads of university IT departments, one application consists of
several supporting components such as databases, application files, and others [2]. So, a very careful
configuration process is required so as not to cause gaps or threats that may arise in the future. In this
study, one application used as a reference for the simulation is e-learning because many are accessed
simultaneously at the same time by students and lecturers in supporting the learning and teaching
process [37]. However, this study focuses on a single case higher education institution XYZ in Jakarta,
to illustrate the implementation of the phases within the risk mitigation model via a prototype,
specifically covering the modules for determining risk treatment strategies, establishing risk
treatment plans, and monitoring risk mitigation.
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Figure 6. Develop Prototype for Implementation Risk Mitigation Model.

The proposed prototype design is shown in Figure 6. There are several main menus, such as the
dashboard, initiation phase, assessment phase, and mitigation phase. In the dashboard, there are 2
risk matrices: the inherent risk and residual risk matrices.

Figure 7. Data Entry Process in the Determine Risk Treatment Strategy Module.

Figure 7 above illustrates the input process for the "determine risk treatment strategy" module
within the mitigation phase. In the first step, the university's IT department head must select the
assets to be addressed; data entered during previous stages will appear based on the assets that have
undergone risk analysis in the context of this research. These include components related to the e-
learning application, such as databases, compute engines, and other elements [2]. The second step
represents the most critical input phase within the "determine risk treatment strategy" module, as the
IT department head must select a specific strategy, such as accept, avoid, transfer, or mitigate, to
proceed to the "determine risk treatment plan" stage [48].



Nur Chalik Azhar et al. / Journal of Risk Analysis and Crisis Response, 2026

DOI: https://doi.org/10.54560/jracr.v16i3.920 122

Figure 8. Data Entry Process in the Determine Risk Treatment Plan Module.

Figure 8 above illustrates the module for inputting data related to determining a risk treatment
plan. The first step is similar to the input process in the previous stage: one must select a specific asset
for which a mitigation plan is to be defined. In the second step, the university's IT department head
must determine a risk mitigation strategy, which can be tailored to the university's specific conditions
and characteristics regarding the adoption of a public cloud. In this context, the mitigation strategies
have been customized based on identification results and validated through in-depth interviews with
five practitioners and six university IT department heads. Consequently, these 11 types of strategies
are available for selection within the "risk mitigation strategy" field.

Figure 9 below illustrates the data entry process for risk mitigation monitoring. The initial steps
are largely similar to those previously described; however, the input procedure within this module
requires the university’s IT department head to provide data reflecting actual conditions. This
includes the realization date, costs (optional), notes for the person responsible for implementing the
risk response, evidence of implementation, and the execution status (not yet started, in progress, or
completed).
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Figure 9. Data Entry Process in the Risk Mitigation Monitoring Module.

Once the risk mitigation monitoring phase is complete, the next step is to update the residual
risk data within the risk analysis module, as illustrated in Figure 10 below. The head of the
university's IT department can perform these updates by selecting values for the "residual risk
likelihood" and "residual risk impact level" fields. These fields contain criteria for likelihood and
impact that can be adjusted following the implementation of previously plannedmitigationmeasures.
The process of updating risk values in the risk analysis module requires the involvement of various
stakeholders within the university's IT department, such as the department head, section heads, and
IT staff, to ensure that the updated values accurately reflect the actual situation. This approach aligns
with the "inclusive" principle set out in the ISO 31000 standard [48].

Figure 10. Updating Residual Risk Values within The Risk Analysis Module.

Figure 11 below is an example of infrastructure in a public cloud service using Google Cloud
Platform (GCP), which contains several assets or components of the e-learning application. The
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database serves as a storage medium that holds all structured data. Redis (Remote Dictionary Server)
is a very fast in-memory data structure storage. Redis is a bridge between traditional databases (such
as MySQL) and applications tasked with handling data that needs to be accessed quickly. Google
Cloud Filestore is a Network Attached Storage (NAS) service fully managed by Google Cloud.
Unoconv (Universal Office Converter) in Moodle is a document converter feature that allowsMoodle
to automatically convert various file formats (such as .docx, .odt, or .rtf) to PDF format. IaaS services
that function to create and run virtual machines on Google's infrastructure are grouped.

Figure 11. Cloud E-learning Application Infrastructure at XYZ University. Source: In-Depth Interview Results.

The demonstration was conducted online for 1 hour. Each IT practitioner and department head
at the university completes the instruments provided within the prototype, including demonstration
scenarios, which can be customized by inputting asset data that reflects the specific conditions of each
university, particularly regarding the migration of e-learning applications to the cloud. In this session,
the interviewer asked participants open-ended questions about the proposed risk mitigation model,
as shown in Table 12. In the next session, participants were allowed to provide answers and
suggestions outside the list of questions asked in the previous third session.

Table 12. List of Questions.

No Questions Objectives

1
What is your response to the proposed
main stages of initiation, assessment, and
mitigation?

To find out the opinions of participants regarding the
initiation, assessment, and mitigation phases that have
been proposed in the risk mitigation model

2
What is your response to the proposed
components of the initiation phase?

To find out the opinions of participants regarding the
proposed components in the initiation phase

3
What is your response regarding the
components in the proposed assessment
phase?

To find out the opinions of participants regarding the
proposed components in the assessment phase

4
What is your response regarding the
components in the proposed mitigation
phase?

To find out the opinions of participants regarding the
proposed components in the mitigation phase
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4.5. Evaluation

Based on the questions in Table 12 above, several summaries of practitioners' and IT heads'
responses at the university are provided. Based on the proposed risk mitigation model, these
improvements result from the suggestions given in Table 13.

Table 13. Response from Participants. Source: In-Depth Interview Results.

No Response from Practitioner Response from Head of IT

Question 1
The proposed main phases are in
accordance with risk management
principles

The proposed main phases are in accordance with
risk management principles

Question 2

The types of threats and controls in the
identification threats and controls
components are in accordance with
standards and Personally Identifiable
Information (PII), so that the Head of the
IT Department can refer to the proposed
component references

The list of threat types and controls can be related to
privacy and refer to previous research or existing
frameworks

Question 3

First, the risk assessment can be linked to
specific areas, such as information
security and privacy, organizational
integrity, and reputation. Second, the risk
score calculation formula should be based
on previous research or a widely accepted
framework

The risk-targeting component focuses on risk
assessment before cloud migration, while risk
analysis is conducted after migration

Question 4

First, not all assets subject to mitigation
are determined based on the highest risk
value. Second, a new component related
to mitigation monitoring is added to
determine its status (not yet implemented,
in progress, or completed)

First, components for mitigation implementation can
be added and referenced within existing frameworks.
Second, mitigation plans can address privacy issues.
Third, mitigation should only be applied to the
highest-value assets

4.6. Communication

The purpose of the previous evaluation phase was to determine the suitability of the model
components for public cloud adoption in the conditions and characteristics of universities in Province
of Jakarta (3 universities), Central Java Province (2 universities), and East Java (1 university).
Therefore, suggestions regarding the components' conditions and characteristics must be refined and
communicated through follow-up interviews with practitioners and heads of university IT
departments.

To ensure that the components align with the university's conditions and characteristics, a re-
identification phase is conducted to identify the types of threats and controls in the cloud
environment. After that, follow-up interviews are conducted to confirm that the identified threat
types alignwith the university's conditions and the characteristics of public cloud usage. Furthermore,
the same steps are followed: follow-up interviews with practitioners to ensure appropriate controls
for information security and privacy in the public cloud environment.

5. Discussion

5.1. Design and Develop Risk Mitigation Model

The first research question is "How to develop a suitable risk mitigation model for public cloud
environments?", which results in a risk mitigation model for public cloud adoption in a university
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environment with the aim of mitigating potential risks after application migration. Although this
framework has structured stages [100], each research stage must be carried out rigorously and
thoroughly to produce a credible and reliable contribution.

The first stage in the DSRM framework is problem identification and motivation, which is based
on the results of in-depth interviews showing that administrators are still not very concerned with
monitoring software updates due to limited time for supervision. The problem in the process aspect
is that there are no general standards adopted regarding infrastructure maintenance and improving
security and privacy, so that when IT infrastructure problems occur, the controls applied are not
standard. The university's IT department is only reactive; there is no clear plan for maintenance
related to software updates and improving information security and privacy. One common problem
in the technology aspect is the lack of capability in handling many users accessing academic
applications simultaneously, which can be a strong motivation for universities in adopting public
cloud.

A common problem that occurs after applications are migrated to the cloud is the lack of
attention to privacy for access control. This problem is similar to the problem in on-premises IT
infrastructure, where there is a lack of awareness among administrators. As a result, the university
IT department has not optimally implemented the Personal Data Protection Law No 27 of 2022 [95],
which indirectly has the potential for losses in cloud infrastructure, especially applications that have
been migrated. The most common problem that is most noticed in the process aspect is the lack of
standards in risk identification, assessment, and mitigation, where risks that are not managed
properly can have a large impact. The university IT department is only reactive when risks occur.

This potentially violates the regulations of the Personal Data Protection Law No 27 of 2022 [95],
if problems arise related to user data privacy. Incident response is slow [101], and there is no risk
mitigation plan that is appropriate to the conditions of public cloud adoption. Problems in the
technological aspect are more likely related to information security, such as the threat of SSH
misconfiguration and cross-site scripting (XSS) security vulnerabilities in web applications. It can be
concluded that the problems in the conditions before and after the adoption of public cloud are almost
similar, especially the one that is of great concern is the absence of standards for risk management,
so the first research question arises with the motivation to be able to provide scientific contributions
to develop a useful model to mitigate risks in accordance with the standards and conditions in the
university's public cloud environment.

The objective of this research is to develop a risk mitigationmodel to reduce the potential impact
of risks in public cloud adoption in a university environment. There is no related research which
explores the mitigation phase. However, there is a study that has contributed a structured risk
assessment model to identify types of threats, vulnerabilities, and risks, and can map between threats
and vulnerabilities based on previously identified assets (applications) [13]. However, this study has
not explored the mapping results comprehensively, including mapping types of threats and controls,
risk factors and mitigation strategies that are appropriate to the public cloud context. In addition,
only a few studies have proposed prototypes for trials or simulations with the aim of determining
the suitability of the proposed model components. For example, there are proposed prototypes on a
mobile platform with the Android OS [10] and web-based [13].

Based on the risk mitigation model proposed in this study, the overall risk management stages
have been indirectly implemented, but not all components are adopted in this study. Therefore, the
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components in the identification, assessment, and mitigation phases have unique characteristics in
the model because the list of threat types and controls can be implemented in the threat identification
and control components and can be used whenmapping threat types and controls based on identified
assets or applications. Meanwhile, the contribution of the risk factor list can be implemented in the
risk identification component, and the list of mitigation strategies can also be implemented in the risk
management plan component. During the prototype simulation, the head of the IT department can
select and adapt them to the conditions of each university.

Based on the adaptation of the stages/phases from OCTAVE Allegro and ISO 31000, as mapped
in this study, the starting point for the risk mitigation model is the "identification of asset list"
component. The OCTAVE Allegro framework is oriented toward information assets, specifically
within the context of information security. However, the ISO 31000 standard does not provide a
mechanism for asset identification, focusing instead on establishing context based on internal and
external scopes, which is why this study incorporates the "develop information asset profiles" stage
from the OCTAVE Allegro framework [20].

The ISO 31000 standard does not provide an explicit mechanism for identifying various types of
threats in a general sense. Consequently, the risk mitigation model proposed here consists of several
components: the identification of threat types, the identification of control types, and threat mapping
and asset control. These components are structured to facilitate the input and output processes for
users of the proposed prototype. The approach taken in this study is supported by the work of
Maniah [13], who also categorized components related to threat identification; furthermore, this
study incorporates the "identify threat scenarios" stage from the OCTAVE Allegro framework.

The components within the risk mitigation model, specifically "identification of risks" and
"determine risk target", are derived by adapting the "identify risks" stage from OCTAVE Allegro and
the "risk identification" phase from ISO 31000. In principle, the "identification of risks" component
serves to establish a list of risks associatedwith assets that are intended for migration, or have already
been migrated—to a cloud environment. Meanwhile, the "determine risk target" component is used
to define the desired risk levels, as specified by the head of the IT department, prior to the migration
of assets to the cloud. The functions of these components are consistent with the frameworks
provided by OCTAVE Allegro [20] and ISO 31000 [48].

The risk analysis component aligns with the "analyze risk" stage in OCTAVE and the "risk
analysis" phase in ISO 31000. Therefore, this study does not place significant emphasis on tailoring
the risk analysis component for public cloud adoption, as the general utility of such a component is
largely similar to that found in related research by Maniah [13] and Abed Saif Ahmed Alghawli &
Tamara Radivilova [11].

The components within the risk mitigationmodel, which have been divided into several sections,
pertain not only to the identification phases but also encompass the determination of risk treatment
strategies and the formulation of risk treatment plans. This structure is intended to facilitate user
interaction during the input and output processes of the prototype. The risk mitigation monitoring
component proposed in this study is adapted solely from the ISO 31000 standard; as there is no
equivalent component within the OCTAVE Allegro framework, this represents a limitation of the
model.

In general, the principles adapted from the ISO 31000 standard, specifically regarding the
"integrated" aspect, encompass components such as risk analysis in public cloud adoption,
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determination of risk treatment strategies, development of risk treatment plans, and monitoring of
risk mitigation. These components are critical in deciding whether assets that have undergone risk
analysis can proceed to the subsequent stages of defining strategies, planning, and implementing risk
mitigation measures. The entire risk mitigation model can be executed in a structured manner,
following a sequence that begins with the primary phase of identification and concludes with
mitigation.

The development of components within the risk mitigation model aligns with the "customized"
principle of the ISO 31000 standard. Specifically, components such as the identification of threat types,
identification of control types, risk analysis for public cloud adoption, and the determination of risk
treatment plans have been tailored to the characteristics of a university adopting a public cloud,
particularly one that has attained an "A" or "Excellent" accreditation from the Indonesian government.
Furthermore, the identified threat types, controls, risk factors, and mitigation strategies have been
adapted to the context of this study, drawing upon previous research [46].

The outcome of these adjustments, which involved university IT practitioners and department
heads, aligns with the principles of inclusivity and consideration for human and cultural factors,
ensuring that the identified elements are appropriate for the context of this research. Furthermore, as
the information obtained from the university is considered reliable, the validation processes,
specifically the in-depth interviews, were conducted in a structured and rigorous manner. The
available data and information proved useful for developing the components of the risk mitigation
model. Consequently, the principle of using the "best available information" was implicitly applied
in the development of the model [48].

The dynamic principle within the ISO 31000 standard has been applied to components such as
risk analysis in public cloud adoption, the determination of risk treatment strategies and plans, and
the monitoring of risk mitigation, reflecting the fact that the nature of threats and risks is inherently
dynamic over time. This necessitates adjustments in setting target risk values, as well as the
continuous updating of analyses and mitigation strategies to enhance the resilience of cloud
infrastructure within a university setting [8]. Furthermore, to ensure organizational sustainability in
the implementation of risk management, components aligned with the principle of continual
improvement have been proposed [48].

There are similarities in the names or functions of the components proposed in this study with
previous studies for the identification phase, such as asset identification [9, 13] and threats [9, 10, 13],
but this study does not discuss the vulnerability identification component with the aim of reducing
the stages in the identification phase, because universities are not-for-profit institutions. Only a few
universities have human resources who can manage riskmanagement according to general standards
[102]. In addition, the vulnerability identification component is not the most important concern,
because in the context of public cloud services, infrastructure or hardware is managed directly by the
cloud service provider [16, 17].

However, this research remains important to do because threats to information security and
privacy continue to emerge, and the potential impact of risks in the public cloud scope may occur in
the future. Therefore, the proposed model is not general, but has uniqueness and characteristics that
are appropriate to the environment of universities accredited "Excellent" or "A" by the Indonesian
government.
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The components of the assessment phase in this study have similar functions to previous
research [13], especially in the threat and control mapping components based on assets and risk
identification and analysis. The threat and control mapping component functions to map threats and
types of controls based on assets or applications migrated to the cloud. The results of this mapping
can help in risk identification, where the function of the risk identification component is to identify
risks based on asset types, threats, risk categories, scenarios/causes of risk occurrence, impact areas
(operational, financial, technology, etc.), and potential impacts. This component does not include risk
analysis based on the level of likelihood and risk impact, because this component only identifies
which applications are to be moved to the cloud environment [48]. In addition, the results of the risk
factor identification in Table 5 can be applied to the risk identification components of this study.

The risk target determination component is adopted from the identify risk component in
OCTAVE Allegro and risk identification in ISO 31000. Although they have different component
names, they have the same function, namely aiming to determine risk targets against expected risk
values [20]. In this context, determining the expected risk value is based on the risks that may occur
in the adoption of public cloud within the university. The Head of the University IT Department can
determine risk targets by considering the level of possibility (likelihood) and risk impact (impact)
[48]. The results of these components are used as a reference for the next stage, namely the "Risk
Analysis in Public Cloud Adoption" component.

The difference between the "Determine Risk Target " and "Risk Analysis in Public Cloud
Adoption" components lies in their functions. The "Determine Risk Target" component is limited to
determining the expected risk target value before an application is migrated to the cloud and does
not represent actual risk values. Meanwhile, the "Risk Analysis in Public Cloud Adoption"
component can perform inherent and residual risk analysis.

The proposed risk analysis component differs from related research [13], where the proposed
risk analysis component analyzes risks before, during, and after cloud adoption. In this study, risk
target determination is used to determine the risk value before adoption, and risk analysis is used to
determine the risk value after adoption. This difference stems from in-depth interviews with six IT
managers, who concluded that the risk analysis stage is unnecessary due to the excessive number of
processes and the similar functional meanings of the stages before and during cloud adoption. In
addition, related research is limited to only assessing the risks after adopting cloud computing [7, 8,
9, 10, 11, 12].

The scientific contribution that differentiates the related research lies in the proposed mitigation
phase components. The risk management strategy component only determines the type of risk
management strategy, such as accept, avoid, transfer, andmitigate. Not all assets whose risk has been
analyzedmust bemitigated; only those with low-risk values are not proceeded to themitigation stage.
The condition for choosing an avoid strategy is when risk values are high and to serve as a reminder
in the future of uncontrolled risk values. In general, implementation methods that can be applied in
choosing an avoid strategy include designing and implementing policies, conducting training, and
developing applications with the aim of reducing risk values [48].

The condition for choosing a transfer strategy is when the risk values are high and cannot be
handled by the organization itself, which in this context is the university's IT department. In general,
the implementation method in the transfer strategy is to collaborate with other organizations or
companies to help manage risks according to the conditions and objectives of the organization. The
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condition for choosing a mitigation strategy is when the risk values are high, uncontrolled, and need
to be addressed immediately. In general, the conditions in question include natural disasters, cyber-
attacks on assets, and unforeseen asset errors/failures. The method in the mitigation strategy is to
implement other backup plans when risks occur, taking into account impacts such as operational,
financial, reputational, and others [48].

The adapted components are still the same as the Select Mitigation Approach in OCTAVE
Allegro and Risk Treatment in ISO 31000, but have different functions from the "Determination of
Risk Treatment Strategy" component. The head of the university IT department can determine risk
handling plans, such as target completion times and those responsible for the mitigation process. The
risk handling plan can be adopted from the list of mitigation strategies shown in Table 8 above.
Meanwhile, the risk mitigation monitoring component functions to monitor the mitigation
implementation process, where the head of the university IT department can fill in evidence of actions
or handling, and ensure that risk handling can be completed within the time specified in the previous
risk handling component [48].

5.2. Evaluation Risk Mitigation Model

The second research question was "How to evaluate the risk mitigation model developed for
public cloud environments?" The evaluation results showed differences in the answers between the
five practitioners and the six heads of university IT departments, indicating that many of the
suggestions related to the riskmitigationmodel proposed in this study were general. The suggestions
provided by the heads of IT were still general, while those provided by the practitioners were more
detailed. The majority of answers to the first question for each phase of the risk mitigation model
were in accordance with the principles and stages in the OCTAVEAllegro and ISO 31000 frameworks.

In general, the answer to the second question for the results of threat identification and control
must be linked to the privacy aspect, especially related to Law Number 27 of 2022 concerning
Personal Data Protection in Indonesia. Prior to the evaluation, the list of types of threats and controls
was limited to the information security aspect. In Indonesia, issues related to privacy are of great
concern, especially the occurrence of user data leaks in the public due to information security factors,
as well as data trading to unauthorized parties, which has resulted in many Indonesians complaining
about being frequently contacted by unknown people [48].

The results of the identification related to the list of types of threats and controls in the
information security and privacy aspects are up-to-date, because they refer to the standards of Law
Number 27 of 2022 concerning Personal Data Protection in Indonesia. Although the privacy aspect
has been explored in related research to identify types of threats [10], it does not specifically refer to
regional standards or international standards that are commonly adopted to improve user privacy,
so the reliability of the identification results has not been met and does not comply with standards.
For example, the California Consumer Privacy Act (CCPA), California Privacy Rights Act (CPRA),
General Data Protection Regulation (GDPR), ISO/IEC 27001, or 27701.

The practitioner's third question was that aspects of the risk assessment phase are not limited to
information security and privacy, but also include a list of other risk factors. Based on Table 4 above,
this study lists nine risk factors that can be adopted in implementing the risk analysis component.
Furthermore, the risk targeting component can be implemented before applications are migrated to
the cloud, which aligns with the IT head's recommendations. The results of the fourth question
revealed that there was similarity between practitioners and university IT department heads
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regarding only high-risk applications to be mitigated. This recommendation aligns with the
mitigation stages, which define assets that can be mitigated for medium, high, or extreme risk, while
those with low risk are acceptable [48].

A potential threat that arises during the evaluation phase, specifically during the in-depth
interviews with the experts, is the risk of bias in the feedback provided. This is particularly relevant
when verifying and refining the components of the risk mitigation model, as well as identifying
threats, controls, risks, and proposed mitigation strategies. To address this, the present study
employs an expert scoring approach, which serves to mitigate potential bias and ensure the reliability
of the contributions made through this research.

The evaluation plan proposed in this study does not cover how to assess the effectiveness of the
suggested mitigation strategies within the "risk mitigation monitoring" component. This is because
each university possesses distinct characteristics, principles, and IT environments; consequently, the
scope of this research is limited to verifying and ensuring that the proposed components of the risk
mitigation model align with the principles and steps/phases outlined in OCTAVE Allegro and ISO
31000.

6. Conclusions

Based on the research questions, the results can provide detailed information regarding the
development of a risk mitigation model for public cloud adoption within universities in Province of
Jakarta, Central Java, and East Java. In addition, it provides detailed information on the evaluation
results of model artifacts through prototype simulations with several practitioners and heads of
university IT departments. The results, after improvements based on suggestions from the model
evaluation stage, showed that the model components were consistent with the conditions and
characteristics of universities in the context of public clouds and could help reduce risk values and
potential impacts on university assets.

Practical contributions of this research are that it can provide references to heads of IT
departments of universities in Indonesia regarding ways to adopt public cloud with a risk
management approach that has been adjusted within the scope of universities that have been
accredited A or Excellent by the Ministry of Higher Education, Science, and Technology, Indonesia,
and is useful for other universities that intend to or have adopted public cloud to use this risk
mitigation model. In addition, it can provide advice to the head of the university's IT department on
continuing to improve information security, including confidentiality, integrity, and availability (CIA).
It can enhance user privacy, as regulated by the Personal Data Protection (PDP) Law number 27 of
2022. It can help plan appropriate future mitigation measures for each university.

Academic contributions of this research include providing updates on the proposed risk
mitigation model for public cloud adoption within universities, tailored to cloud providers such as
AWS, GCP, Microsoft Azure, and Alibaba Cloud. The proposed new model consists of three main
phases: initiation, assessment, and mitigation. The mitigation phase, however, has seen limited
research exploring the risk assessment and mitigation components of information security and user
privacy. This research can contribute to the implementation of methodological references using the
DSRM approach to develop risk mitigation and evaluation models through a prototype. Each stage
is clearly explained, allowing academics to follow each step. This research can provide information
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on the representation of modules in the risk mitigation prototype, which can be implemented and
adjusted at each university, as it explains which data are input into the prototype instrument.

The methodological limitations of this research are the limited number of participants for in-
depth interviews, which limits the generalizability of the results to a broader scope across universities
in countries other than Indonesia, as they have different conditions and characteristics in adopting
cloud computing. There is no established model component for measuring the maturity or readiness
of university IT infrastructure to adopt public cloud systems that aligns with standard frameworks,
such as COBIT, ITIL, TOGAF, ISO/IEC 27001, and the NIST Cybersecurity Framework. Consequently,
aspects of assessing the feasibility of public cloud adoption remain misaligned with standardized IT
governance principles in the university environment.

Therefore, the evaluation was conducted only at a few universities accredited with an A or
Excellent rating and that have adopted cloud computing, so that it can be generalized to universities
in the Province of Jakarta, Central Java, and East Java. Another limitation related to the methodology
is that there has been no evaluation stage with a statistical approach related to the risk mitigation
model and the proposed prototype, as noted in the limitations of this study.

Furthermore, a limitation in the evaluation phase is that the risk mitigation model and the
mitigation strategies identified to reduce risk values effectively have not been explored in depth. In
this study, the evaluation plan involved university IT department heads applying the framework
using actual data, covering the process from the "identification of asset list" phase through to the
"determination of a risk treatment plan," and testing the alignment of the proposed risk mitigation
model's components with the steps and phases of OCTAVE Allegro and ISO 31000. Consequently,
future research could empirically test the identified mitigation strategies (based on the proposed
model and prototype) to determine their effectiveness in reducing risk values. This is because the
implementation of such strategies may entail costs and requires concrete, supporting evidence,
particularly for the "risk mitigation monitoring" component of the proposed model.

It is hoped that future researchers can further explore the development of a riskmitigationmodel
that includes maturity measurement components before adopting cloud computing in the public and
private cloud spheres by paying attention to evaluations such as the number of participants who are
more spread out in universities other than Java Island. For example, universities in the islands of
Sumatra, Kalimantan, and others. In addition, conductingmodel evaluations with statistical methods
or approaches to the developed models.

Future research in this study is to explore risk mitigation models and add participants from
several universities outside Java, including universities in Southeast Asian countries, so that the
developedmodel can be more widely represented. Second, it can explore the components to measure
the level of IT governance maturity in several universities in Java, Sumatra, Kalimantan, and others,
so that before adopting the public cloud, the level of IT governance maturity in universities in
Indonesia can be known. Third, it could evaluate the prototype using a statistical approach to assess
application acceptance, using Partial Least Squares Structural Equation Modeling (PLS-SEM) within
the Technology Acceptance Model (TAM) framework. This framework emphasizes perceived ease of
use and usefulness variables and can predict a user's intention to use a technology.
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